
Cybersecurity Strategies 
for County Government

March 1, 2018





Cyber Resilience Professional
, CRISC



What is Cybersecurity?

Understanding And Managing Your Risks 

ELEMENTS OF RISK 

MANAGING YOUR RISKS 

Identify what information your county stores and uses 

Determine the value of your information 

Develop an inventory 

Understand your threats and vulnerabilities



SAFEGUARDING YOUR INFORMATION

IDENTIFY  

Identify and control who has access to your information 

Conduct Background Checks

Require individual user accounts for each employee

Create policies and procedures for information security

PROTECT

Limit employee access to data and information.. 

Install Surge Protectors and Uninterruptible Power Supplies 

(UPS) 

Patch your operating systems and applications

Install and activate software and hardware firewalls on all 

your business networks

Secure your wireless access point and networks 

Set up web and email filters 

Use encryption for sensitive business information 

Dispose of old computers and media safely 

Train your employees

DETECT 

Install and update anti-virus, -spyware, and other ςmalware 

programs

Maintain and monitor logs 

RESPOND 

Develop a plan for disasters and information security 

incidents 

RECOVER 

Make full backups of important business data/information 

Make incremental backups of important business 

data/information 

Consider cyber insurance 

Make improvements to processes / procedures / 

technologies



What is Cyber Security?





Cyber Threats
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Cyber Threats
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Computer incident response was once 

the sole responsibility of the IT 

department, but as it has become clear 

that the consequences of a computer 

incident can threaten an enterpriseôs 

very existence, directors are now 

being held more accountable. 

Directors have to be aware that a 

serious computer incident could result 

in a number of negative consequences 

for their enterprise, such as 

reputational damage or regulatory 
fines





Computer Crime

Human Error 55%

Hacker Attacks 3%

Uncategorized 19%

Viruses 4%

Dishonest Employees 19%













Could this happen to you?

















Your Organization





MANAGING YOUR RISK(S) 





MANAGING YOUR RISKS 

ü Identify what information your county stores and uses 

üDetermine the value of your information 

üDevelop an inventory 

üUnderstand your threats and vulnerabilities 



Identify what information your county stores and uses 



Determine the value of your information



MANAGING YOUR RISKS 

üDevelop an inventory 



What are they really after?

ÅYour Intellectual Property

ÅYour assets

ÅYour customer data 

ÅYour personal data

ÅYour paycheck

ÅYour friends

ÅYour family
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