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What is Cybersecurity?

Understanding And Managing Your Risks 

ELEMENTS OF RISK 

MANAGING YOUR RISKS 

Identify what information your county stores and uses 

Determine the value of your information 

Develop an inventory 

Understand your threats and vulnerabilities



SAFEGUARDING YOUR INFORMATION

IDENTIFY  

Identify and control who has access to your information 

Conduct Background Checks

Require individual user accounts for each employee

Create policies and procedures for information security

PROTECT

Limit employee access to data and information.. 

Install Surge Protectors and Uninterruptible Power Supplies 

(UPS) 

Patch your operating systems and applications

Install and activate software and hardware firewalls on all 

your business networks

Secure your wireless access point and networks 

Set up web and email filters 

Use encryption for sensitive business information 

Dispose of old computers and media safely 

Train your employees

DETECT 

Install and update anti-virus, -spyware, and other –malware 

programs

Maintain and monitor logs 

RESPOND 

Develop a plan for disasters and information security 

incidents 

RECOVER 

Make full backups of important business data/information 

Make incremental backups of important business 

data/information 

Consider cyber insurance 

Make improvements to processes / procedures / 

technologies



What is Cyber Security?





Cyber Threats



Organized crime

Others…

Insiders
Cyber-
terrorists / 
Hacktivists

Nation states





Cyber Threats



Its What You Don’t See….



…that is SCARY!!!

.1%













Computer incident response was once 

the sole responsibility of the IT 

department, but as it has become clear 

that the consequences of a computer 

incident can threaten an enterprise’s 

very existence, directors are now 

being held more accountable. 

Directors have to be aware that a 

serious computer incident could result 

in a number of negative consequences 

for their enterprise, such as 

reputational damage or regulatory 
fines





Computer Crime

Human Error 55%

Hacker Attacks 3%

Uncategorized 19%

Viruses 4%

Dishonest Employees 19%













Could this happen to you?

















Your Organization





MANAGING YOUR RISK(S) 





MANAGING YOUR RISKS 

 Identify what information your county stores and uses 

 Determine the value of your information 

 Develop an inventory 

 Understand your threats and vulnerabilities 



Identify what information your county stores and uses 



Determine the value of your information



MANAGING YOUR RISKS 

 Develop an inventory 



What are they really after?

• Your Intellectual Property

• Your assets

• Your customer data 

• Your personal data

• Your paycheck

• Your friends

• Your family

http://www.google.com/imgres?imgurl=http://identityprotectiontricks.com/wp-content/uploads/2011/06/Stolen_identity.jpg&imgrefurl=http://identityprotectiontricks.com/how-to-minimize-the-after-effects-of-stolen-identity/&usg=__WRNsx42OrZTZ8o0Wsv2YE4ULhUk=&h=438&w=500&sz=44&hl=en&start=1&sig2=2w7XOF2mmHQ2aKKWH14uJQ&zoom=1&tbnid=8p576l6euTFv2M:&tbnh=114&tbnw=130&ei=2L54Tp-0JcrpgQe9uejkDQ&itbs=1














NIST Cyber Security Framework (CSF)



IDENTIFY 

 Identify and control who has access to your information 

 Conduct Background Checks

 Require individual user accounts for each employee

 Create policies and procedures for information security



IDENTIFY 

 Identify and control who has access to your information 



IDENTIFY 

 Conduct Background Checks



IDENTIFY 

 Require individual user accounts for each employee



IDENTIFY 

 Create policies and procedures for information security





PROTECT

 Limit employee access to data and information

 Install Surge Protectors and Uninterruptible Power Supplies (UPS) 

 Patch your operating systems and applications

 Install and activate software and hardware firewalls on all your 

business networks



PROTECT

 Limit employee access to data and information



PROTECT

 Install Surge Protectors and Uninterruptible Power Supplies (UPS) 



PROTECT

 Patch your operating systems and applications



PROTECT

 Install and activate software firewalls on all your networks

 Software

 Hardware



PROTECT (2)

 Secure your wireless access point and networks 

 Set up web and email filters 

 Use encryption for sensitive business information 

 Dispose of old computers and media safely 

 Train your employees



PROTECT (2)

 Secure your wireless access point and networks 



PROTECT (2)

 Set up web and email filters 



PROTECT (2)

 Use encryption for sensitive business information 



PROTECT (2)

 Dispose of old computers and media safely 



PROTECT (2)

 Train your employees



DETECT

 Install and update 

 Anti-virus, Spyware, other malware programs



DETECT

 Maintain and monitor logs 



RESPOND

 Develop a plan for disasters and information security incidents



RESPOND

 Develop a plan for disasters and information security incidents



RECOVER

 Make full backups of important business data/information 

 Make incremental backups of important business data/information 

 Consider cyber insurance 

 Make improvements to processes / procedures / technologies



RECOVER

 Make full backups of important business data/information 



RECOVER

 Make incremental backups of 

important data/information 



RECOVER

Consider cyber insurance

Citizens can sue a county for failing to protect their data. 

Knowing if your county has cybersecurity insurance and the specific 
coverage limits is crucial. 

Counties need to secure a Certificate of Insurance evidencing cyber 
coverage from your vendors that perform IT services and payroll 
functions. This is not necessary for roofers or auto mechanics. One size 
does not fit all when it comes to certificates of insurance.



RECOVER

 Consider cyber insurance

The most important coverage features of a cyber policy are:

1) notification to advise citizens their PII may have been exposed; 
2) ongoing credit monitoring; and 
3) cyber extortion

The S.C. Property & Liability Trust cyber coverage provides for these 
three areas. For specific coverage amounts or additional information, 
please contact Robert Collins, SCAC Director of Insurance Services, at 
rcollins@scac.sc or (803) 252-7255. 

mailto:rcollins@scac.sc


















Case Study











RECOVER

 Make improvements to processes / procedures / technologies



2018 cybersecurity outlook for SLTT governments

 Cybercrime against SLTT governments will again be motivated 
primarily by financial gain. 

 Network boundaries will be broken as new cybercrime will 
increasingly target apps, cloud computing, Internet of Things, 
cryptocurrencies and supply chain. 

 Cybersecurity workforce demand will climb and likely outpace 
supply. SLTT governments will have a hard time competing with 
private sector salaries and drawing qualified workers. 

 New technology (body cameras, drones, apps) will continue to 
change how chief information security officers do their jobs. 





“The NCSR provides a unique perspective on your 
security maturity as a snapshot of your program against 
the NIST Cybersecurity Framework. It provides valuable 
insights in measuring your security program while 
giving you annual comparatives of growth and peer-to-
peer analysis! Well worth over $60K to any 
organization in helping to roadmap your security 
operation!”

-----Gary Coverdale, CISO-Mono County

Testimonial





About the Nationwide Cyber Security Review

The Nationwide Cyber Security Review (NCSR) is a 
free, confidential, annual self-assessment survey 
that is based on the National Institute of 
Standards and Technology Cybersecurity 
Framework (NIST CSF) and is sponsored by the 
Department of Homeland Security (DHS) and the 
MS-ISAC.

The NCSR evaluates cybersecurity maturity across 
the nation while providing actionable feedback 
and metrics directly to individual respondents in 
State, Local, Tribal & Territorial (SLTT) 
governments.

Using the results of the NCSR, DHS delivers a 
biyearly anonymous summary report to Congress 
providing a broad picture of the cybersecurity 
maturity across the SLTT communities.

Cybersecurity Framework



About the Nationwide Cyber Security Review

Cybersecurity Framework



Why Participate in the NCSR?
• Receive metrics specific to your organization

• Develop a benchmark to gauge your year-to-year progress

• Use the metrics to identify gaps in your security program

• Anonymously measure your results against your peers

• Access to NIST, COBIT, ISO and CIS Controls informative references

• For HIPAA compliant agencies, translates your NCSR scores to the HIPAA 
Security Rule scores for an automatic self-assessment tool 

• Be a part of the ongoing effort to chart national cybersecurity maturity 
and identify areas of concern

• Aligned with the Presidential Executive Order on Strengthening 
Cybersecurity (NIST CSF)



Available NCSR Reports

This report provides your organizations CSF 
function averages.

Reports that provide informative references such as: 
Critical Security Controls, NIST 800-53 & COBIT for any 
control that does not meet the recommended minimum 
maturity of “Implementation in Process” or “Risk 
Formally Accepted”. 

Peer-to-peer reports compare your results to your peers.



1. To see how their organization rates compared to 
similar organizations (peer to peer reports)

2. To inform C-level/executive management about 
security programs/resources needs

3. Establish priorities for program tasks

4. Improved understanding of your cybersecurity 
posture & capabilities 

How Are Organizations Using the NCSR?



NCSR Yearly Participation 





2016 Key Findings



2016 Summary Report Highlights

• State governments continue to be 
weakest in the Identify Function 
and the strongest in the Respond 
Function.

• Local governments continue to be 
weakest in the Detect Function and 
strongest in the Protect Function.

• Tribal governments are similar to 
local governments in that they are 
strongest in the Protect Function.

• The Detect Function continues to 
represent the largest maturity gap 
between state and local 
governments.

• State governments continue to 
remain more mature than the 
rest of the SLTT community

• State and local respondents 
identified insufficient funding 
along with increased 
sophistication of threats as top 
cybersecurity concerns.

• State and local governments 
continue to improve their overall 
cybersecurity maturity despite 
operating in an environment of 
sophisticated threats and 
attacks.

The following trends were identified within the local and state peer profiles:



MS-ISAC

The Multi-State Information Sharing and Analysis 
Center (MS-ISAC) is the focal point for cyber 
threat prevention, protection, response, and 

recovery for the nation’s state, local, territorial, and 
tribal (SLTT) governments.

TLP: WHITE

TLP: WHITE



Our Membership
Members include:

• All 50 states & Territories

• All 78 DHS-recognized Fusion Centers

• Over 1,100 Local and Tribal governments 
(representing over 48% of the U.S. population)

State, Local, Tribal, and Territorial
departments, cities, towns, police department, ports, 

airports, schools, transit associations, and more

TLP: WHITE

TLP: WHITE



24x7 Security Operations Center
Central location to report any cyber security incident

TLP: WHITE

TLP: WHITE

24/7 support for:
 Network Monitoring Services
 Research and Analysis

24/7 analysis and monitoring of:
 Threats
 Vulnerabilities
 Attacks

24/7 reporting:
 Cyber Alerts & Advisories 
 Web Defacements
 Account Compromises
 Hacktivist Notifications

24 / 7 / 365 Monitoring & analysis of  ~100 billion logs

Phone: 1-866-787-4722

Email: soc@msisac.org



Monitoring of  IP Range & Domain 
Space

IP Monitoring

IPs connected to a
particular malicious C&C

Compromised IPs

Indicators of  compromise 
from the MS-ISAC network 
monitoring system (Albert)

Notifications from 
Spamhaus

Domain Monitoring

Notifications on 
compromised user 
credentials

Vulnerability 
Management Program 
(VMP)

TLP: WHITE



Network Monitoring (Albert)

SLTT focus

24x7x365 research, analysis, and support

Signatures unique to SLTT governments

Integration of  research on specific attacks and actors, including 

nation-state actors (APT)

Real-time information sharing 

with SLTT partners

Experienced cybersecurity

analysts who review each event 

minimizing the number of  

false-positive notifications

TLP: WHITE



MS-ISAC Intelligence Sources
• 24x7 Monitoring

- Analysis of 60 billion logs/records per week

• Intelligence Partners

• Federal Government
- NCCIC

• Private Sector

• Internet Research

TLP: WHITE

TLP: WHITE



Computer Emergency Response Team

CERT Capabilities

• Incident Response (includes on-site assistance)

• Malware Analysis

• Computer & Network Forensics

• Network & Web Application Vulnerability 
Assessments

• Log Analysis

• Netflow Monitoring/Albert

• Penetration Testing

TLP: WHITE

TLP: WHITE



Any SLTT government agency or department may participate.

Vulnerability Management Program

TLP: WHITE

TLP: WHITE

What You Get:

• Victim Notifications when that 
domain/IP is observed in a 
malicious context (e.g. data 
dumps, sending spam, etc.)

• Website Vulnerability Review 
that checks to ensure you have 
the most up to date software on 
your website

What We Need:

• Domains

• IP ranges

• Contact info 
(name, email, phone number)

Send to 
VMP@cisecurity.org



Member Services

• Access to US CERT Portal/HSIN

• Access to the Malicious Code Analysis Platform

• National Cyber Security Review

• Seven Member Work Groups

• Monthly Newsletters for End Users

• Monthly Member Calls

• Monthly Situational Awareness Reports

• Cyber Exercises

• Annual Meeting
TLP: WHITE







Traffic Light Protocol (TLP)

All correspondence will have a predetermined TLP rating 

defining the way that information can be shared.

TLP: WHITE



116

Contact Information

Secure Operations 
Center/CERT

24/7 Phone Number
1-866-787-4722
soc@msisac.org

MS-ISAC Headquarters

Main Line
518-266-3460

info@msisac.org

www.msisac.cisecurity.org

http://www.cisecurity.org/
















October 5, 2017

Cybersecurity

Table Top Exercise (TTX)

Aiken County Government

Fall 2017



Virtual Tabletop Exercise (VTTX)

125 125

Scope

• This exercise is a facilitated, discussion-based 
exercise, planned for four hours, presented by SC 
Cyber.

• The exercise will raise awareness of cyber risk 
management, cyber related planning, and other 
issues related to cyber incident prevention, 
protection, and response.



Virtual Tabletop Exercise (VTTX)

126 126

Exercise Objectives

• Increase cybersecurity awareness

• Assess cybersecurity’s integration in all-hazards 
preparedness

• Examine cybersecurity information sharing, 
escalation criteria, and related courses of action

• Examine cybersecurity incident management 
structures

• Review cyber resource request and management 
processes



Virtual Tabletop Exercise (VTTX)

127 127

Core Capabilities

Protection:

• Cybersecurity-Protect against damage to, the 
unauthorized use of, and/or the exploitation of (and, 
if needed, the restoration of) electronic 
communications systems and services (and the 
information contained therein).



Virtual Tabletop Exercise (VTTX)

Exercise Overview

128

• Four-hour continuous interactive exercise

• The TTX consists of:

- Introductions

- Cybersecurity Awareness Briefing

- Three Modules

- Debrief and Evaluation

• Participant engagement encouraged

• Time awareness during questions, brief outs, etc. 



Virtual Tabletop Exercise (VTTX)
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Exercise Schedule
Activity Time

Welcome, Introductions and Guidelines

Cybersecurity Briefing

25 minutes

15 Minutes

Module 1: Preparation 60 minutes

Module 2: Detection and Analysis 60 minutes

Module 3: Containment, Eradication, and 

Recovery

60 minutes

Debrief and Evaluation 20 minutes



Virtual Tabletop Exercise (VTTX)

130 130

Assumption and Artificialities

• The scenario is plausible and events occur as they are 
presented

• There is no hidden agenda and there are no trick questions

• All players receive information at the same time



Virtual Tabletop Exercise (VTTX)

131 131

Ground Rules

• Do NOT critique the scenario

• Draw from your previous experience

• Do NOT assume information

• Participation is encouraged

• The facilitator's job is to help you come up with solutions



Virtual Tabletop Exercise (VTTX)
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Scenario



Virtual Tabletop Exercise (VTTX)

133 133

• Law enforcement, IT officials, and other security staff review their 
respective intel and information products produced from various 
government and private sector sources. Information sources include, but 
are not limited to, Information Sharing and Analysis Center(s), Law 
Enforcement, the Fusion Center, and/or security vendors 

• The volume of information and depth of analysis related to cyber and 
communications threats varies across the products

• One advisory discusses the resurgence of third party vendor exploitation. 
This exploitation allows attackers full access to remotely manipulate agency 
platforms, critical business information, personally identifiable information, 
and internal system processes 

Day 1 – Heads Up



Virtual Tabletop Exercise (VTTX)
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Module 1 – Discussion Topics
1.Internal and external sources of threat information

2.Cyber related risk assessment, planning, and capabilities

3.Essential elements of information and key questions

4.Cyber preparedness integration and awareness training

5.Cybersecurity policy integration 



Virtual Tabletop Exercise (VTTX)
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• Your employees notice several cosmetic changes to your 
main website. They also note that a popular used link 
directs people to an unrelated website. 

Day 7 – Facelift (website defacement)





2nd Annual 
Cybersecurity Summit

May 24

Francis Marion Hotel

Charleston, SC



Virtual Tabletop Exercise (VTTX)

Department of Homeland Security 

138

Cyber Capabilities/Entities

 National Cybersecurity and Communications Integration Center (NCCIC) 

(contact: NCCIC@hq.dhs.gov)

 Industrial Control Systems Cyber Emergency Response Team (ICS-

CERT) (contact: ics-cert@hq.dhs.gov ; 877-776-7585) 

 National Coordinating Center for Communications (NCC) 

(contact: NCC@hq.dhs.gov 703-235-5080)

 United States Computer Emergency Readiness Team (US-CERT) 

(contact: info@us-cert.gov 888-282-0870) 

 National Infrastructure Coordinating Center 

(contact: NICC@hq.dhs.gov)

mailto:NCCIC@hq.dhs.gov
mailto:ics-cert@hq.dhs.gov
mailto:NCC@hq.dhs.gov
mailto:info@us-cert.gov
mailto:NICC@hq.dhs.gov


Virtual Tabletop Exercise (VTTX)

Private Sector/Business 
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Private Sector/Business Cyber Capabilities/Entities

• Business Executives for National Security http://www.bens.org/

• Electronic Privacy Information Center http://epic.org/

Information Sharing and Analysis Centers (ISACs)

• Internet Security Alliance http://www.isalliance.org/

• National Council of ISACs http://www.isaccouncil.org/

http://www.bens.org/
http://epic.org/
http://www.isalliance.org/
http://www.isaccouncil.org/



