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nternal control checklists
aren’tthe most exciting topic
toworkoninagovernment.
Frequently, they areleftalone
unless something goes wrong.
Ifused correctly, however, a
comprehensive, well-designed
checklistcan be thefirstline
of defense tonotify management
thatsomethingiswrong. This article
outlines the history of the State of
Illinoisinternal control checklist and
lessonslearned for the future.

Infall 1989, theIllinois Legislature
passed anamendment to the Fiscal
Controland Internal Auditing Act
(FCIAA) thatrequired all state
agencies to establish and maintaina
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system or systems of internal fiscal
and administrative controls. The
actrequired theIllinois Office of
Comptroller (I0C) and the Department
of Central Management Services
(CMS) to establish guidelines forall
state agencies to perform areview
ofinternal controls starting the
following spring with an approval by
the Legislative Audit Commission.
Aninternal controls checklistis
defined as a series of questions about
good internal controls that should be
presentin an agency. For the State
ofIllinois, thisincludes a series of
questions broken down into eleven
broad categories covering areas
from general business items to grant
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administration. Agencyline managers
are given certain sections toreview
and designate whether the controlis
present, notapplicable, or not present.
Ifitismissing ornotapplicable, they
must explain why. Line managers
must also certify the controls to the
agency director, who then certifies the
controls of the entire agency.

No more electronic tapes

The state’'sinternal control checklist
was createdinmid-1991, butithadn't
been touched for nearly 30 years.
Eventhoughtheremighthave beena
discussion every couple of years about
doing an update, the project never
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seemed to get off the ground. There
were valid concerns about relevance
when the project wasrevisited in
earnestnearly three decadeslater.
The checklistwas out of date, wasn't
tailored to the state’s needs, and
referenced obsolete processes and
technologies. For example, it contained
questionsreferencing “electronic
tapes,” the primary method for storing
and transmitting electronic records
atthe time. It was clear that the out-
of-date checklist wasitself obsolete,
and the only way to move forward
was to align with current times and
practices. This timing for the revamp
had come, asachanging workforce due
toretirements wasusheringinanew
team, formingthe basis of the Bureau
of Internal Audit (BIA).
BIAisanindependentbureauhoused
within CMS, the administrative agency
for the State of Illinois. Itisresponsible
formany functions (such as personnel,
benefits, and procurement) needed by
other state agencies. While CMS has
alwayshad aninternal audit function,
ithad nottraditionally provided audit
supportforotheragencies. Astherole
of BIAwas evolving, the team adopted a
customer-service approach and worked
to specialize auditsinto functional
areas such as federal and state grants
orinformation technology, providing
audit services that were efficient to
the taxpayers and allowed depth of
knowledge in these functional areas
tobe greatly expanded. Providing
internal audit functions for small-to
medium-sized agenciesis achallenge
formany states and following a
responsive model should help address
some of these challenges.

Updating the checklist

Beginningin August 2018, BIA began
aprojecttoresearch checklistsin
other states. The bureau was fortunate
tohave staff members on board who
delved head-firstinto the challenge of
conducting comprehensive research
and identifying best practices from
around the country. The findings
indicated that the State of Illinois
checklistwas more cumbersome and
hadsignificantly more questions

than those of peer governments. BIA
alsoreviewed the internal control
standards thatdifferent organizations
used. For a state orlocal government,
the Standards for Internal Control in the
Federal Governmentissued by the U.S.
Government Accountability Office
was the ideal model.

The BIA team also had the benefit
of institutional knowledge. The team
was advised by someone who had been
instrumentalin creating the original
checklist 30 years ago and was able to
provide agood historical perspective,
including the detailed background
abouthow the checklist was created
and the stakeholders whohad been
involved. Theyalsolearned that when
the original checklist was created,
the state provided in-person training,
butsince thattime there had beenno
additional training.

Amajor key to developing the
revised checklist was the ability to
focus auditorsin one major functional
areasuchas federal and state grants or
information technology. The State of
Illinoishad grouped overarching basic
functions that were common to most
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An internal controls
checklist is defined as
a series of questions
about good internal
controls that should be
present in an agency.

agenciesinto 11 major categories for
reviewinginternal control systems.
Internal auditors were assigned to
dedicated functional areas, and
through practical experience were able
togain adepth of knowledge thatwas
particularly beneficial when updating
the checklist. Another key factor that
helped the project was that many of the
staff were new and therefore reviewing
the original checklist with a fresh
perspective. They did nothave any
preconceived notion that the update
had been tried before or that the project
mightbe too much to tackle.
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Aspartofthe update process, BIA
focused on making questions more
customized and tailored specifically
tothe environmentat the State of
Illinois. Duplicate questions were
eliminated, and theremaining
questions were updated to ensure
modern applicability, especially
intheinformation technology and
grantadministration sections. The
number of citations to state statute,
administrative rules, and the state’s
accounting manual were increased,
furthervalidating the relevance and
necessity of each question. When the
revised checklist was finalized, the
original 742 questions had been pared
down to 529 questions in a much more
user-friendly format.

BIAthenfocused on tyingthe
updated questionsin the checklist to
the Standards for Internal Control in
the Federal Governmentissued by the
Government Accountability Office.
Each questionreferences the Objective
and Component from that publication.
For the information technology section,
the checklist was tied to twoindustry
leadersininformation security tomake
sure thateach agency would be able to
annually benchmark their information
technology with industry-leading
standards. In the grant section the State
Grant Accountability and Transparency
Unit collaborated tolink the grant
controls to uniform administrative
requirementsand cost principles, as
well asauditrequirements. Illinois has
astatuterequiringall state grantsto
adhere tofederal grantrequirements,
and the collaboration made that section
much stronger.

Therewasanimmense amount of
backand forth throughout the whole
update process. A two-layered internal
review process was established to
ensure comfortwith the quality of the
document. Italso helped that there
were “fresh eyes.” The questions the
relatively new staff members asked
wererelevantand on point. It was

anadditional challenge tomerge
overlapping questions together and

edit them for better flow and efficiency.

Moving the checklist forward

BIA was happy with the checklist, but
tomove forward itneeded approval
from anumber of additional parties,
includingtheIllinois Office of
Comptroller and the Legislative Audit
Commission, which recommended
thatall chiefinternal auditors at the
state be afforded the opportunity
toprovide feedback. All these steps
added additional time to the process.
One of thelessonslearned was
related to the phasing of stakeholder
involvement. To move forward with
the updates ata quicker, more focused

When the revised
checklist was
finalized, the original
742 questions had
been pared down

t0 529 questions
ina much more
user-friendly format.
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pace, the BIA didn'tbringall relevant
stakeholdersin atthe beginning of the
process. This caused some hesitancy
when they were included, and it took
them a bittowarm up to the updated
checklist. When the draftrevised
checklistwasinitially distributed,
the chiefinternal auditorsand the IOC
needed time toreview it.

The onset of the COVID-19 pandemic
was what allowed this project tomove
forward. The IOC’sinternal audit
staff gave some feedbackand made
contributions to the updated checklist.
Interagency staff video conferenced
afewtimes aweekfor several months
tocomplete adetailed review of every
section of the checklist, resultingin
valuable changes. Another critical
component of the success of the project
was the meticulous organizational
skills of the BIA team. Dedicating a team
member to be responsible for version
control was fundamental to keeping
on pace, ensuring that daily edits were
incorporated accurately and quickly.

Once the IOC was confident with the
checklist, BIA reached out to the Office
of the Auditor General and to all chief
internal auditors—approximately 50
stakeholders—to gather their input.

Afteralltheinputandrevisions
were completed, BIA prepared for a
jointhearing with the IOC. The Illinois
Legislature was very accommodating
inscheduling ahearing around their
legislative session and completed an
extensive review as well.

Historically, hearings atthe
Legislative Audit Commission are
designed to go over auditfindings and
ensure thatagencies areimplementing
auditrecommendations and making
improvements. The Legislative Audit
Commission really understood the
importance of the checklistand
thanked the team forleading the charge.
Mostimportantly, the questions asked
weremore to gain an understanding of
the process, continuing future updates
of the checklist, and making sure

that BIA had the resources to continue
progress. Theyissued alegislative
resolution commending all the
employees who worked on the revised
checklist, recognition thatmeanta great
dealtothoseinvolved in the process.
Many people worked countless hours

on the project and were stretched far
beyond their comfort zones.

The mostimportant part of this
undertaking was the ability to have
ongoing updates. BIA was able to
workin partnership with the IOC to
establish a cadence for updating the
checklistregularly and set up amore
standardized review process that
includes all the stakeholders. This
process is expected to help reduce the
timeframe for all future updates.

Additional improvements

Inaddition, while the revised checklist
had 11 categories, none of them
specifically covered assessing the
risksan entity facesin achieving
itsobjectives, which is specifically
addressed in the Standards for Internal
Control in the Federal Government. Entity
riskwas not a widely considered concept
when FCIAA was established, but since
therevised checklist, BIA has conducted
significantresearchintoitsapplicability.
An optional processisin development
toinclude entity risk that would be
applicable to the state environment,
includingrelevant common objectives
andrisks. Although mostagencies have
contemplated entity risk, they are not
believed to have a documented process
asnoted in the Standards for Internal
Control in the Federal Government.
Additionally, with all the emphasison
strengthening federal requirements
around cybersecurity and protecting
data, there willmostlikelybe a
significantamount of time spent on
these areasinthenear future.

A supplemental issue to the updated
checklistwas the pressing need for
training. Thirty years ago, training was

conducted via in-person seminars
with handouts—butmore than
100 agencies complete a checklist
every year. Anyone who coordinates
obtaining answers for the checklist
is pummeled with questions, and
the number of questions increases
any time thereisaswitchin
administrations because thatbrings
new leaders. To deal with this, BIA
setup anextensive online training
course for those who workwith the
checklist, the agency chief executive
officer, theline manager, and the
internal auditor. These training
sessions showcased each section
individually. If aline manageris
only filling out two sections, they
could justlearn aboutthe applicable
sections, ratherthanall 11. Itis hoped
that this helps educate users about the
importance of the checklist and will
eliminate the frustration people feel
as they complete this annual process.
Moving forward, the checklistis
expected to be updated regularly
andin perpetuity. The difficulty
now will be ensuring that there
are enough staff and additional
higher-level positions toretain the
now-experienced staff, so they can
continue to make proper updates on
aroutine basis. There appears tobe
substantial support for continuing the
progress and keepingit going.

Conclusion

Inclosing, developing a
comprehensive, user-friendly, and
relevantinternal controls checklist
canbeaverychallenging process

with multiple stakeholders. Butifa
checklistis updated regularly and
embraced by users, itis the firstline of
defense to minimizing internal control
issuesand will be used asan annual
reminder of good internal controls. 4

Jack Rakers is chief internal auditor,
Central Management Services, State
of Illinois.
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