York County Artificial Intelligence (AI) Governance and Use Policy
1. Purpose
The purpose of this policy is to establish governance, oversight, and controls for the use of Artificial Intelligence (AI) systems, tools, and services within the County. This policy is intended to ensure that AI technologies are used in a secure, ethical, compliant, and responsible manner, while protecting County data, residents’ information, and County operations.
2. Scope
This policy applies to all County departments, (collectively, “Users”). It applies to all AI-related tools and technologies, including but not limited to:
· Generative AI systems (e.g., chatbots, text/image/code generation tools)
· Machine learning platforms
· AI-powered analytics tools
· Embedded AI features within software applications
· AI integrations, plugins, extensions, APIs, or automated agents
3. Definitions
· Artificial Intelligence (AI): Any system or technology capable of performing tasks that typically require human intelligence, including learning, reasoning, content generation, prediction, or decision-making.
· Protected Information: Any data classified by County policy, state law, or federal law as confidential, sensitive, or restricted, including but not limited to personally identifiable information (PII), protected health information (PHI) subject to HIPAA, criminal justice information (CJI) subject to CJIS requirements, Federal Tax Information (FTI) subject to IRS Publication 1075, financial data, personnel records, and other non-public County information.
· County IT: The York County’s CIO or designated authority responsible for technology governance, security, and approvals.
· Cloud Services:  This encompasses integrations with any system used by York County 
4. Policy Statement
4.0 Legal and Regulatory Compliance
All AI use must comply with applicable federal, state, and local laws, regulations, and standards, including but not limited to:
· Health Insurance Portability and Accountability Act (HIPAA) and associated regulations for protected health information (PHI)
· Criminal Justice Information Services (CJIS) Security Policy for criminal justice information
· Internal Revenue Service (IRS) Publication 1075 for the protection of Federal Tax Information (FTI)
· State Public Records / Freedom of Information Laws, including requirements related to records retention, disclosure, and transparency
· Applicable state data privacy and breach notification laws
· Any other County-adopted data classification, information security, privacy, or records management policies
AI systems that cannot demonstrate compliance with these requirements will not be approved for County use.
4.1 Approval Requirement for AI Use
· No AI system, tool, service, or functionality may be used for County business unless it has been explicitly reviewed and approved in writing by County IT
· This includes free, trial, pilot, or personally licensed AI tools when used for any County-related purpose.
· Departments and Users may not independently evaluate, test, or deploy AI technologies without County IT approval.
4.2 Data Protection and Information Upload Restrictions
· Existing County policies governing data classification, data protection, and information security remain fully applicable to AI use.
· Users are strictly prohibited from uploading, entering, transmitting, or processing Protected Information in any AI system unless prior written approval has been obtained from County IT.
· Approval must be specific to the AI system, the type of data involved, and the intended use case.
· Unauthorized disclosure or use of Protected Information in AI systems is a violation of County policy and may result in disciplinary action.
4.3 AI Integrations, Plugins, and Automation
· No AI integrations, plugins, extensions, add-ons, APIs, automated workflows, or system-to-system connections are permitted without prior written approval from County IT.
· This includes integrations with email systems, document management systems, case management systems, cloud services, or any other County-owned or County-managed systems.
· County IT must review and approve security controls, data flows, vendor terms, and compliance requirements prior to any integration.
4.4 Prohibited Uses
Unless explicitly approved by County IT, the following are prohibited:
· Use of AI systems to make final automated decisions affecting residents, employees, or County operations
· Uploading County documents, emails, reports, or datasets into unapproved AI platforms
· Using AI systems that store, retain, train on, or reuse County data without contractual and technical safeguards approved by County IT
· Circumventing technical controls or attempting to obscure AI use
4.5 Vendor and Platform Requirements
AI vendors, platforms, and service providers must meet the following minimum requirements to be considered for County approval:
· No Training on County Data: The vendor must not use County data, prompts, inputs, outputs, or metadata for model training, fine-tuning, analytics, or any secondary purpose.
· Data Purging and Deletion: The platform must provide the technical and contractual ability to permanently purge, delete, or return all County data upon request or upon termination of service, in accordance with County direction.
· Data Ownership: All County data remains the sole property of the County at all times.
· Security Authorization: The platform must be authorized at FedRAMP High or an equivalent or higher security standard as approved by County IT or active working toward achieving said standard with an expected date of achievement known.
· Compliance Alignment: The vendor must demonstrate compliance with HIPAA, CJIS, IRS Publication 1075, state public records laws, and applicable state and federal data protection requirements, as applicable to the County use case.
· Audit and Transparency: The vendor must support security reviews, documentation requests, and audits as required by County IT.
AI platforms that do not meet these requirements will not be approved for County use.
5. Roles and Responsibilities
5.1 County IT
County IT is responsible for:
· Reviewing and approving AI tools, systems, and use cases
· Evaluating security, privacy, compliance, and risk impacts
· Establishing technical safeguards and usage standards
· Maintaining an inventory of approved AI systems
5.2 Departments and Users
Departments and Users are responsible for:
· Complying with this policy and all related County policies
· Seeking County IT approval prior to any AI use
· Ensuring Protected Information is not used in AI systems without authorization
· Reporting unauthorized or accidental AI use to County IT immediately
6. Compliance and Enforcement
· Violations of this policy may result in disciplinary action, up to and including termination of employment or contract, as well as potential legal consequences.
· County IT may suspend or disable access to systems or services if unauthorized AI use is identified.
7. Exceptions
· Any exception to this policy must be formally requested and approved in writing by County IT and, if required, County legal counsel.
· Exceptions will be documented, time-limited, and subject to periodic review.
8. Review and Updates
This policy will be reviewed periodically and updated as necessary to reflect changes in technology, law, and County operational needs.


