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e Largest population in North Carolina — over one
million residents

* Includes City of Charlotte and 6 other towns

 Major county services
» Health & Human Services
= Criminal Justice Services
» Land, Use and Environmental Services
» Parks & Recreation

Concord

rrish

= Tax Assessment & Collection : Bf.': 1” b S
«$1.7 Billion Operating Budget ¢/\\/ '@
il Monror
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 Began local government career at Mecklenburg County, NC in
2001.

* Director of Business Operations and IT Controller for
Mecklenburg County’s Information Technology Services

 Responsible for enterprise technology spend, IT vendor
management and asset management

e Local Government Experience
» Strategic Planning & Performance Management
* Application Management & Support
o T Strategy & Planning
* Vendor Management
e Budgeting
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« External influences will
Impact our future direction

as much as (or more) than i
maintaining existing @ 0
technology environments | |
*These forces will drive

future technology policy, @ ﬁ »

planning, investments and

RISK Management
Strategies

Current
Gov IT

Operations
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Hacking  ==Insider Theft Accidental Disclosure

No. of Breached
Organizations
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ID: 345698 © 2017 Gartner, Inc.
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Impact of Cybercrime vs. Market Cap (SB)

§555.70  $541.90

$500.00
$438.00
I $365.00
- | ‘# |

Apple  Alphabet Cybercrime Microsoft Facebook
— (Google)




DATA BREACH STATISTICS

DATA RECORDS LOST OR STOLEN SINCE 2013

Q 7 )7 Q&£ 7 Q0

J I £ 17 J U [ J
] ] ]

Some 9.7 billion data
records have been lost
or stolen since 2013.

00
O 0

o)
ON LY 4 /@ of breaches were “Secure Breaches” where encryption was used and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

! |
L)
EVERY DAY EVERY HOUR EVERY MINUTE
4,825,381 201,058 3,351
Records Records Records

*Due to legal requirements, not all breaches are reported or publicly disclosed.

EVERY SECOND

56
Records

ecurity to be free

Regional differences of data may Nnot accurately reflect total data breaches that occur mtoj S
Statistics presented are based on the Breach Level Index [breachlevelindex.coml =
© 2018 Lto




RECORDS BREACHED IN THE YEAR 2017

2,600,968,280

NUMBER OF BREACH INCIDENTS

1,765

PERCENTAGE OF BREACHES
WHERE NUMBER OF COMPROMISED
RECORDS WAS UNKNOWN

55.9 %
3.1%

EVERY
MINUTE

4,949

EVERY
SECOND

82

DATA RECORDS WERE LOST OR STOLEN WITH THE FOLLOWING FREQUENCY




LESS THAN 40/0 of breaches were “Secure Breaches” where encryption rendered the stolen data useless

39% 72% TOTAL INCIDENTS
entity Malicious
1,765

Theft Outsider
1,222 INCIDENTS 1,269 INCIDENTS

16% 18%
Financial Accidental
Access Loss
274 INCIDENTS 326 INCIDENTS
7% 9%

Account <1 tyo Malicious

3% State 164 INCIDENTS
J Existential Sponsored Hackivist

Access Insider
122 INCIDENTS
Nuisance Data 1 INCIDENT 4 INCIDENTS
52 INCIDENTS 95 INCIDENTS Unknown
1 INCIDENT

HEALTHCARE TECHNOLOGY
471 INCIDENTS 270 o 130 INCIDENTS 70/0

PROFESSIONAL -

92 INCIDENTS 5 o/o

7 SR <

EDUCATION

199 INCIDENTS

N
TR A oy
—

BREACHLEVELINDEX.COM



Ransomware the favorite attack

method used against businesses

@ J— Nearly 400 variants of
—— ransomware were cataloged in

the fourth quarter of 2016 alone.
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Ransomware distribution

R increased by 267 percent
: between June and

November 2016.

JUN

Globally, 12.3 percent of enterprise
detections were ransomware, compared
to only 1.8 percent on the consumer side.




. Wana DecryptOr 2.0
Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

' Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encryvpted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your flles without

N our decryption service.

Payment will be raised on ’
=i Can I Recover My Files?

/2017 00:47:55 Ml Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Leh You can decrypt some of your files for free. Try now by clicking <Decrypt>.
Ty e e But if you want to decrypt all your files, you need to pay

e You only have 3 days to submit the payment. After that the price will be doubled.

Il Also, if you don't pay in 7 days, you won't be able to recover your files forever.
il We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>

il Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>

il And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

ik | il TS 1 x rrey T Lo g [

S/20/2017 00:47:55

Time Leh
i".'rfl::." n e [T e 070
i n

IR _ ] B o

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9ONyMgw519p7 AABis)ré SMw

bitcoin
ACCEPTED HERE

S | CheckBayment




Ransomware: More Devastating & Widespread

BAD RABBIT Time left before the
price goes up

If you accass this page your computer has been
encryptad. Enter the appearsd parsonal key in

the field below, If succeed, you'll be | ' '
provided with & bitcoin account to tramsfer @B &
payment. The current price is on the right. ' '

Once we receive your payment you'll get a
password to decrypt your data. To verify your
payment and check the given passwords enter
your assigned bitcoin address or your personal . = 0,05

key.

Price for decryptiont

Entar your perscnal key or yoor asslgned bitcoln address.




Annabelle Ransomware includes everything but the kitchen sink when it comes to
screwing up a computer. This includes terminating numerous security programs,
disabling Windows Defender, turning off the firewall, encrypting your files, trying
to spread through USB drives, making it SO you can't run a variety of programs,
and then to sweeten the pot, it overwrites the master boot record of the infected

computer with a silly boot loader

N \

L) ]

What happened to my files?

Al o ey aew encrppbed and pecused wit g sbong ey Thene & no wsay o pel fuem
Bk wathuaul o pesrponesl ke

How can | get my personal key?
el e et B Ddng Fod W oda Peieiad B visil oree of Hre ppesasl pibe Besley B Been gind reied B
ribes o ees n0resl 100 [ e i o e b0 & by i Saotusly it coaky exactiy 17 Bloors

Chprke rond b | Firwruatasle i o’ ool 5 crmcry Ted 1
"-"1""'1"' Sie hitp 2!"?1""*"‘ S berbbonliy orporytmmblya

Hﬂ'lll' can Igl:t access to the site?

1 iy TR | i cmeri gm0 ol o g Eed abe
bl s

Whlt is goin to happen if I'm not going to p-m_r?
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SamSam Ransomware has infecting :
» City of Atlanta
« Davidson County in North Carolina
* US Hospital (Hancock Health)

 The Colorado Department of Transportation
(CDOT) not once but twice in February

5 Things to Know about SamSam
Ransomware
1.SamSam has been on atear in 2018

2.SamSam is primarily targeting healthcare
and government organizations

3.SamSam is not spread via spam emails

4.The attackers behind SamSam are well-
versed in evading antivirus, and may infect
victims multiple times

5.SamSam can be stopped

Today's advanced attacks routinely
bypass antivirus. To stop them,
organizations need to invest in smarter,
stronger endpoint security that has the
ability to block not just executables, but

malicious activity in real-time.

E TIMELINE OF SAMSAM RANSOMWARE
ATTACKS IN Q1 2018

SamSam Ransomware Attack Diagram

Attackers gain access to
vulnerable server

JANUARY 3
- Municipality of Farmington, NM

JANUARY 11
- Hancock Health

- Adams Memorial Hospital

JANUARY 18
= Allscripts

FEBRUARY 16
- Davidson County, NC

FEBRUARY 21
- Colorado Dept of Transportation
(first time)

MARCH 1
- Colorado Dept of Transportation
(second time)

MARCH 22
- City of Atlanta

ﬁ Barkly

Ransomware payload
deployed
Attackers run batch scripts

execute ransomware on
compromised machines.

Attack spreads via
remote access tools

Ransom note dropped

Demand amounts vary from

MeckNC.gov

Attackers harvest credentials, create
SOCKS proxies to tunnel traffic, and
abuse RDP to install SamSam on more
computers in the network.

victim to victim. Recent
examples range from 57,000
to $55,000.



=Cybercrime industry is BIG business looking for new
victims

*|t can operate incognito and hide behind foreign
boundaries

*Well financed and getting more sophisticated and
tenacious in its approach

DANGERS OF LIVING-IN A CONNECTED WORLD

Know your cyber risks and how to stay safe

'"I\/IeckNC.gov 17



Cybercrime has three main purposes
CRIVE Extortion, Theft, and Exploitation

WSS

» All three are critical threats to the public sector

e Extortion: Freeze the ability to provide public services
(safety, health & welfare, commerce)

e Theft: Cash and information
« Exploitation: Override protections or alter political outcomes

» Public Consequences
e Loss of services
e Loss of life
e Loss of trust

_ e+ Loss of taxpayer $

N/ MeckNC.gov 15



= Provide valuable, time critical services

» Have valuable information that can be sold multiple times
(personal / HIPAA / PCI)

= Have ability to pay (big budgets / pass through lots of $)

» | arge workforce trained to “be helpful” — Phishing targets

» Likely to have under invested in cyber protection and
recovery systems

» | ikely allowing employees to practice unsafe cyber practices

» Weak(er) crisis management plans & continuity of operations
plans

&/ MeckNC.gov 19



Life or Death impacts to individuals
*Reputation damage / negative publicity
Lost/compromised data

eLost productivity

e Potential further affects on clients
(e.g. identify theft)

MeckNC.gov


Presenter
Presentation Notes




CYBER s _
SECURITY Y/ ENGINEERING

THREATS pogll . The clever manipulaticn
ARERISING &7 ¢ o ¢ = | of the natural human

*'.. tendency tc trust.

POST
Gﬁmm PRETEXTIMG EXPLC I TATHOHN EXPLOCITATIHCH

= UL ES 'I'“.I-:--:ﬂ_' CHREATE - mﬂm = PILLAGE
- B COPE = DD CUHERNT
= CONTACT INFC !-.ll.'l“l".ll.l"_"l: = Ol E S NP
= FREOJECT = DUMPSTER
CHARTER =N N, =]

So-cial Enegineeercing

TYPES OF ATTACKS
7con.

t /‘ ’ p e \ - :
.) of all network intrusions are
(L. due to compromised user
I/' credentials
I | vininG social vieoia | ITTCTTYETY:

MeckNC.gov
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Days .. Months Minutes .. Days Minutes.. Days Days .. Months

Time to Compromise Time to Detect

Initial Establish Move Collect, Exfil
Exploitation Persistence Laterally and Exploit

Reconnaissance

i\
{3 Start Data Extration

Attacker Detected &)

Mean Value 2014: 206 Days
attacker undetected. Source:
Ponemon 2015 Cost of Gyber

Breach Study

\
(:] First Computer Compromised

&/ MeckNC.gov 22



Mecklenburg County



« Ransomware attack—December 5, 2017

 Mecklenburg County network credentials were compromised
by cyber criminal(s) using a social engineering Phishing
attack

 The criminal(s) utilized harvested user sign-on credentials to
gain un-authorized access to Mecklenburg County systems

e The criminal(s) then planted Ransomware to ‘Freeze’ select
systems and then demanded payment to ‘Unfreeze’

» 48 Servers encrypted—Over 200 systems impacted

N/ MeckNC. gov ”



Phase 1:
Preparation

Phase 1:
Preparation

Phase 5: Phase 2:
Recovery Detection

Phase 4:
Containment,
Handling &
Eradication

Analysis &
Validation

MeckNC.gov 25


Presenter
Presentation Notes
Desk top exercise earlier in the fall—with a draft plan provided to all stakeholders.  


Sless sl Facilitate, Make Plans &  Be Ready to implement response

Be Ready & communications plan —timing
Is everything

ldentify & Respond From first alert—follow the plan
and communicate

Investigative Process for Provide information to support

Digital Forensics Analysis—help prioritize. Identify
manual procedures and controls
for business continuity.

Phase 4. Utilizing a Controlled, Clean up and restoring services,
Cg;‘:‘%'l?%egt’ Methodical, Secure procedures to support data
Eradication Process integrity and intern.al controls
and customer service
SUESEEE LEVEREE ‘New Normal’ Standard ‘New Normal’ Standard Operating
Operating Practices Practices, Training, Build
Resilience

MeckNC.gov 26



Phase 1:

Preparation Detection

What preparation did we have?
When did we know this was happening?

What did we do to contain the damage?

A=)
%, ‘.,_.-.'-' M e C k N C . g oV
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Presenter
Presentation Notes
Early Morning:  
Server alerts were reviewed which indicated potential malware detection  
The IT Incident Response Team was notified and activated to review the situation
County Executive Leadership Team and Board notified:  Departments implement COOP plans
Contacted cybersecurity forensic insurance provider (Mullen Coughlin LLC / Kivu Consulting, Inc. in Toronto combines technical and legal expertise to deliver data breach response, investigative, discovery and forensic solutions worldwide)
Mid-morning:  
Based on external expert advice and counsel, work to contain spread by shutting off systems and unplug from network
As requested, we provided ransomware message and a sample files to Kivu
Waiting for a response (Note:  Current belief is attackers are in a time zone ~5 to 6 hours earlier)
We have not confirmed:
Can cybercriminals unencrypt files?
Total cost of un-encryption keys from cybercriminals (One key to unlock all servers?  Or multiple keys, perhaps one per server?)
What potential “backdoor” or other risks might have been created?
Evening: 
“Clean Room” (very manual activities) strategy to isolate servers (turn off the network interface card) and run various Virus Scan tools as well as look for known signs of ransomware


Backups: Server team stood up a new database environment &
we restored database backups for various systems which ran
overnight

Gained additional insights from various sources regarding
potential risks & benefits of paying ransom. Engaged Experts
(Microsoft, FBI, Fortalice, TrendMicro, Others)

Based on risk / benefit analysis and input from numerous
discussions with County Executive Leadership, decision was
made and communicated that:

Mecklenburg County would not pay

MeckNC.gov
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https://www.nytimes.com/2017/12/06/us/mecklenburg-county-hackers.html
https://www.nytimes.com/2017/12/06/us/mecklenburg-county-hackers.html
https://www.nytimes.com/2017/12/06/us/mecklenburg-county-hackers.html
https://www.nytimes.com/2017/12/06/us/mecklenburg-county-hackers.html
https://www.nytimes.com/2017/12/06/us/mecklenburg-county-hackers.html
https://www.nytimes.com/2017/12/06/us/mecklenburg-county-hackers.html
https://www.nytimes.com/2017/12/06/us/mecklenburg-county-hackers.html
https://www.nytimes.com/2017/12/06/us/mecklenburg-county-hackers.html

Phase 4:
Containment,

Handling &
Eradication

Utilizing a Controlled, Methodical, Secure Process
e |solation of “Clean” systems vs. “Not Clean” (which remained quarantined)
e Restored “Clean” data into “Clean” environments

* Reset all system accounts and passwords
* Tightened ‘In-bound’ and ‘Outbound’ Firewall rules

e Executed Restoration Procedures

e All: communication
https://www.mecknc.gov/news/Pages/Countywide-system-outage.aspx

N/ MeckNC.gov

Shared publicly on Dec. 12t 2017
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https://www.mecknc.gov/news/Pages/Countywide-system-outage.aspx

Phase 5:

Recovery

75%

 Implemented extended password length [EEEEErEe

edetl

fﬁ‘ﬁ%\
e Significantly restrict international emails (q
. . . oox.
« Policy & Perimeter Security changes; S
e External email alerting
 Non-County web-based email elimination
* Eliminate email auto-forwarding

Microsoft
§ Dynamics

@& OneDrive Microsoft Cloud
Vendor Hosted ﬂ PTRAC for Business

AcTIVE Applications " @
9 MODRIA I5) Oﬁ:ice 365 Skype

for Business
Spatialest

’"\ RouteMatch C Cerner

MeckNC.gov
30


Presenter
Presentation Notes
Reaffirm that One-Drive for Business is the sanctioned County cloud storage solution
Eliminate utilization of unsanctioned cloud storage solutions such as:
Google Docs
Drop Box
Others
Eliminate unnecessary network traffic (block non-County business centric URL’s)
Broader utilization of two factor authentications (Recommended list forthcoming)
County staff access to externally facing solutions when staff are not on County network
PeopleSoft
Office 365 (Email, MeckWeb, VPN)
More to Come



Phase 5:
Recovery

»>Executive Alilgnment & Sponsorship il

CHANGE

»>0On-going Communication & Target Dates MTHAC

> lraining & Support crﬂ{hlgg

Ensure reward
and recognition
structure aligns
with intended
results

Build
commitmentto
vision and
strategy

Define and
communicate

”  visionand

strategy

Organizational

Translate Address impact i i
: Build High
strategic goals of the changes parfgmigng
to team to work and Teams

responsibilities the team

Reward and
reinforce desired
behaviors
and values

Address "me”

/' issues

WMeCkNC.gov 31

Clarify roles and

Individual responsibilities



Goal: Reduce an Attacker’s Chance of Success While
Increasing an Attacker’s Risk of Detection

IT Security utilizes a layered model to address security concerns across the enterprise. Due to the highly dynamic

nature of information security, specific items on this diagram are frequently updated; however, security initiatives
should align with one or more of these layers as an area of focus.

ENDPOINT SECURITY
Secure

Configurations
AUP (STIG) Asset

Enforcement Management

Patch

Local Disk
Management

PERIMETER SECURITY Encryption

Secure DMZs/ 0365 Email
Network Security — AV/ Real-time
Segmentation Malware Cloud Rer'novabI'e
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What Went Well

*» Treated as a County crisis — Not an IT issue
v'Daily command center engaged throughout

» Communication strategy came from the Top — early and timely
frequency (email & telephony was essential)

» Had strong back-ups and ability to restore
» Had practiced IT and Department COOP’s (table top exercises)

» Had strong relationship with Forensic IT companies (on the
job within hours)

» Had Cyber Insurance

=2 We were Lucky — No Data Loss
&/ MeckNC.gov -




Lessons Learned?

" [f you have valuable data (personal, HIPPA, PCI), provide critical
Infrastructure services, or have the ability to pay, you are a
cybersecurity target — You are probably being watched and
tested as we speak.

*» Cyber criminals are highly sophisticated and persistent —in our
case, they spent considerable time looking for a way in — moved
quickly once In.

*Your employees will fall for phishing (no matter how much
training you do).

*Your employees are unaware of file sharing and other social
media risks — you may be surprised at how much unauthorized
= f1le sharing Is going on: personal storage, Dropbox, etc.

N/ MeckNC.gov 34



L essons Learned

* [f (when) you are hacked, be aware that your IT access will be
blocked (inbound and outbound) by 3" parties. You will need
to prove to each provider that it is safe to restore access (can

take weeks)
 Banks

« State, Federal, Local systems (even, in our case, cities and
towns within our County)

*You will be inundated with assistance and advice (these were
unanticipated management communication challenges)

*» Be prepared for counter attacks

MeckNC.gov 35



Preparation for Next Time

* Quickly adopt “New Normal” security standards
* Revise employee and IT policies
 IT security & infrastructure strategy and investments
» External vulnerability reviews and testing of IT controls

» Update COOP plan to include Cybersecurity lessons learned
* Prioritization of system restores
e Increased capacity for system restoration (speed)
e Scheduling exercise to test and improve

» Shared perspective with Risk Management team, Cyber
Insurance provider and others

N/ MeckNC.gov 26



Third-party vendor relationships can create
additional risks to your organization. Best
practices to manage third-party vendors:

Establish a tone at the top with management-
level oversight

Ensure appropriate investment and staffing

Conduct third-party screening, onboarding, and
due diligence during RFP process

- Align vendor IT security plan with organization
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« Structured and documented approach for responding to
unplanned incidents

» Step-by-step plan that minimizes the effects of an incident or
disaster

» Typically, disaster recovery planning involves analysis of
business processes and continuity needs

* Disaster Recovery Plan checklist includes:

=  Definition of what constitutes a ‘disaster’
= Recovery Time Objective (RTO) e L\ e

Risk of Availability Availability

Cost/ Risk

Risk of System

= Recovery Point Objective (RPO) Jatatoss Hounime

= |dentify most serious threats & vulnerabilities

= Disaster recovery strategies Hours Seconds Hours
RPO RTO

= Cybersecurity integrated into DR & COOP plan ~ Hoursoflostdata Flours to restore data

= [deal Solution s

Response team roles and responsibilities

MeckNC.gov
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» Have a candid conversation about enterprise risk of Cybercrime
with all functions at the table

» Prioritize critical functions (external and internal)

» | ess about IT tools, more about operations and protecting the
public

= Update continuity of operations plans
= How will you operate under no or restricted IT functionality?
= How will you record activity?
* Financial controls?

» Get a baseline assessment of your critical IT infrastructure
= Move your workforce to a “new normal”
» Educate your workforce / vendors

= Restrict access / dual authentication

MeckNC.gov 39



= Reduce attacker chance of success and increase risk of
detection

* Prevention, Policy, Security, Monitoring, and Response

e Layered approach to security (endpoint, perimeter, network,
application, data)

* Multi-year strategic plan of investment based on risk
e Penetration testing

* Prepare for the unexpected (annual tabletops)
e Crisis Management Plan
e Continuity of Operations Plans
* Cyber Security Plans
e Incorporate additional skepticism thinking

N/ MeckNC.gov 10



Skepticism is the process of applying reason and critical thinking
to determine validity. It's the process of finding a supported

conclusion, not the justification of a preconceived conclusion. © MAZK ANDEZSON, NWW ANDEZTOONS COM

“Before I write my name on the board, I'l need to know
how you're planning to use that data.”



Thank You!

&7 MeckNC.gov
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