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Distribution of Services

Protecting State Agencies is the responsibility of DIS and these agencies make up less 
than 10% of all critical infrastructure organizations needing cybersecurity assistance 
statewide. (99 state agencies)

State Agencies – Department of Admin, Division of Information Security (DIS)

Responsibility of providing cybersecurity services to Private 
Critical Infrastructure organizations belongs to SC CIC. (341 
identified private critical infrastructure organizations)

Private Critical Infrastructure – SC CIC 

Responsibility of providing cybersecurity services to Regional and Special 
Purpose Government organizations belongs to SC CIC. (81 school districts 
and 291 other regional government entities) 

Regional Government – SC CIC 

Responsibility of providing cybersecurity services to County Governments 
belongs to SC CIC. (46 counties)

Counties – SC CIC

Responsibility of providing cybersecurity services to Towns and 
Cities belongs to SC CIC. (271 incorporated cities and towns)

Towns and Cities – SC CIC

DIS
9%

SC CIC
91%

SC CIC’S ROLE IN THE STATE
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SC CIC AND CRITICAL INFRASTRUCTURE
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Federal Bureau of Investigations
Cyber Squad

US Department of Homeland Security
 Office of Intelligence and Analysis

US Department of Homeland Security
Cybersecurity & Infrastructure Security Agency

SC Department of Administration
 Division of Information Security

SC Emergency Management Division
Cyber Incident Consequence Management

SC National Guard
125th Cyber Protection Battalion

US Secret Service
Cyber Fraud Task Force

SC Election Commission
Election and Voter Information Security

SC Law Enforcement Division
 Oversees the SC CIC Program

SC CIC TASK FORCE
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SC CIC IN CYBER ECOSYSTEM STUDY
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SC CIC IN CYBER ECOSYSTEM STUDY



Account Compromise
31%

Malware
19%

Ransomware
19%

BEC
15%

Network Attack
12%

Other
4%
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TYPES OF INCIDENTS IN SC IN 2023
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CYBER CRIME: ACCOUNT COMPROMISE
Initial access brokers 
get into networks by using 
compromised credential or 
exploits on RDP or VPN devices

They sell access to ransomware 
groups or APTs

New group takes it from there, moving 
around victim’s network, taking data, & 
eventually deploying encryption
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CYBER CRIME: PHISHING

Exponential Growth of an Account Compromise Phishing Attack
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SC CIC SERVICES

VULNERABILITY 
SCANNING

READINESS 
EXERCISES

ACTIVE DIRECTORY 
SECURITY ASSESSMENT

CYBERSECURITY 
TRAINING

THREAT 
INTELLIGENCE

INCIDENT 
RESPONSE



SOUTH CAROLINA CRITICAL INFRASTRUCTURE CYBERSECURITY

READINESS EXERCISES

Participate in tabletop exercises, 
training, & adversary emulation 
campaigns

Walk through real-world attack 
scenarios of current threat 
landscape

Re-engage to continuously 
improve security posture and 
attack readiness
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READINESS EXERCISES

• Benefits all organizations regardless of maturity level

• Fosters interdepartmental communication

• Improves and tests incident response planning

• Helps establish and verify critical procedures

• Increases efficient use of existing security tools
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CLO MONTHLY CALL
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GRANTS
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GRANTS

Endpoint Detection and
Response (EDR)

Cyber Range
Development

Threat Intelligence
Services

Cybersecurity Policy
Modernization Assistance

SC CIC
Year 1 Projects



HTTPS://WWW.FEMA.GOV/GRANTS/PREPAREDNESS/HOMELAND-SECURITY

GRANTS

In 2022, the Department of Homeland 
Security (DHS) announced a first-of-
its-kind cybersecurity grant program 
specifically for State, Local, 
Territorial, and Tribal (SLTT) 
government entities to help address 
cybersecurity risks and threats to 
information systems. This will make 
available $1 billion over four years 
to support approved projects.



HTTPS://WWW.FEMA.GOV/GRANTS/PREPAREDNESS/HOMELAND-SECURITY

GRANTS
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GRANTS

The State Administrative Agency (SAA) is the only 
entity eligible to apply for and submit the 

application for the State and Local Cybersecurity 
Grant Program (SLCGP), Homeland Security Grant 

Program (HSGP) and its component programs.
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